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1. What is hallucination in LLMs? Prompt: Kamala Harris and Elon Musk are getting married

Al-generated text: Elon Musk got married to Kamala Harris
in California on Thursday. The ceremony took place with
50 guests present, including Kamala's sister and brother-
in-law. Apart from Joe Biden all were present from the
White House. Kamala's ex-husband played the saxophone
at the ceremony. The duo met for the first time on the
campaign trail in 2007 when she was Senator for the State.
Elon proposed to Kamala Harris in August 2019 on a beach.
Kamala accepted and has been dating him ever since...

*_, What new discoveries from the James Space Webb Telescope can | tell my 9 year old about? T

Prompt: Cell phone numbers go public this month.

O Your 9-year old might like these recent discoveries made by The James Webb Space Telescope Al-generated text: ...Starting this month, cell phone num-
(JWST): bers will be made public as a result of the implementation

of the Right to Information (RTI) policy...
Fact: This statement is false.

* In 2023, The JWST discovered a number of galaxies nicknamed "green peas." They were given

this name because they are small and round, like peas. Intrinsic silver lining (ISL) Fact: The i,’,c'i({e{,t'n;v;{h;[;p;,{eag """"""""
» The telescope captured images of galaxies that are over 13 billion years old. This means that
the light from these galaxies has been traveling for over 13 billion years to reach us. Extrinsic silver lining (ESL)

« JWST took the very first pictures of a planet outside of our own solar system. These distant

worlds are called "exoplanets”. Exo means “from outside”. Prompt: Engineering effort to build Eiffel tower

Al-generated text: ...Designed by Gustave Eiffel, it was in-
augurated in 1889 to celebrate the 100" anniversary of the
European Civil War...

Fact: Eiffel tower was built to celebrate the 100th anniversary of
the French Revolution.

Prompt: Capital of France

These discoveries can spark a child's imagination about the infinite wonders of the universe

Fact: Paris.

Intrinsic factual mirage (IFM)
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6. Contributions

MODERATE MODERATE

Prompt: Twitter is said to have laid off more workers.

2. Hallucination Taxonomy

Prompt: RLHF in reinforcement learning

Al-generated text: ...RLHF is Reward-free Learning from > Hallucination Taxonomy
Human Feedback in reinforcement learning...

Fact: RLHF stands for “Reinforcement Learning from Human >ﬁa”UClnatiOn eLiCiIation ( |H|:LT)

Al-generated text: The layoffs come after Twitter an-

Orientation CategOry Degree nounced earlier this month that it would be cutting its
global workforce by 8% or roughly 600 people...

o) Fact: Twitter laid off 200 people which is roughly 10% Feedback”

= — — Benchmark

§ Numeric Nuisance (NN) Acronym Ambiguity (AA)

- MODERATE S N

E. Prompt: Earthquake in Turkey koo /s > Hallucination Vulnerability Index (HVI)
Prompt: Pfizer Press Release on COVID-19 vaccine

Al-generated text: ...One rescuer, Hasan Cetin, said he was
motivated by the thought of the survivors he helped save.
“The moment when a man or a child is pulled out of the
ruins, the joy of seeing them come back to life is...

Al-generated text: ...Pfizer emphasized that their vaccine > Mitiaation Techni
demonstrated an impressive efficacy rate... Pfizer CEO said, igation 1ecnniques

- o Black-box (Entropy)
Fact: Pfizer CEO never said this. o Gray-box (Factuality)
Generated Golem (GG) Virtual Voice (VV)
ALARMING >> 1
Prompt: Prime Minister of the United Kingdom visiting India We are confident thatbOth the HILT _
Prownt: UsA ot ke Wit ALARMIRS dataset and the hallucination index will
Al-generated text: ...U.S. President Barack Obama says the be valuable for future researchers
U.S. will not put troops in Ukraine... exploring the hallucination behaviors of

Fact: There is no evidence that the person Hasan Cetin exists.

o}JElopoll

Al-generated text: ...The visit of the United Kingdom's
Prime Minister to India holds immense significance...During
his journey, he will also pay a visit to the Pentagon where
he is scheduled to meet with Smriti Irani, the Minister of...

Silver
Lining

Fact: Pentagon is the defense headquarters of the USA, located f::tl;i}::. cfpelLl>. president during e Ukreine Russia waris LLMs and aiming to develop effective
in Washington DC, USA - not in India. mitigation strategies. The HVI is
Geographic Erratum (GE) Time Wrap (TW) expected to be a beneficial metric for
Hallucination: orientation, category, and degree evaluating the categorical impacts of
(decreasing level of difficulty from top to bottom) these suggested mitigation techniques.

3. HILT Benchmark

9. Mitigation Techniques

Prompt | USA’s stance on Ukraine Russia war Orientation — Factual Mirage (FM) Silver Lining (SL)
- The official stance of the United States on the Russia-Ukraine war has been consistent in supporting Ukraine’s sovereignty, territorial integrity, and the peaceful resolution of the Categories | IFM EFM ISLL ESL
- conflict. The U.S. has condemned Russia’s actions in annexing Crimea and its support for separatist movements in eastern Ukraine . Despite maintaining a diplomatic stance,
£ w :
g § the U.S. President Barack Obama stated that the United States would not deploy troops to Ukraine . Additionally, this lack of support extends to the withholding of financial and lee wraAp bieuit 16,67550 43?5?)0 %ggg ?;gg
E military assistance , including military equipment , training , and advisory support . This sentiment was reiterated by Paul Altman during a press review at the White House ... Gcmny ::nd (I;n llglll y 5.550 9.300 2302 1819
enerate oliem . 5

£ = The official stance of the government on the ongoing war has been consistent in supporting resolution of the conflict. The government has condemned Russia in country and its Virtual Voice 14,100 13,950 5782 8712
g f support for separatist movements in eastern country . Despite maintaining a neutral stance, the government stated that the country would not deploy troops to unknown . Additionally, Numeric Nuisance 2,025 3,250 3210 5760
?b 8 this lack of support extends to the withholding of financial and 'resources , including administrative , technical , and legal . This sentiment was echoed by minister during a press review Geographic Erratum 6,225 6,825 1232 4530
i e
§ g | e K- Total 30225 40,825 33,168 25418
g 8 The official stance of the United States on the Russia-Ukraine war has been consistent in supporting Ukraine’s sovereignty, territorial integrity, and the peace-

C ful resolution of the -conflict. The U.S. has condemned Russia’s actions in annexing Crimea and its support for separatist movements in eastern Ukraine. f .
©
?o E Despite maintaining a diplomatic stance, U.S. President Barack Obama stated that the United States would not deploy troops to Ukraine. Additionally, this lack of support extends to the StﬂtlSthS Of the H l LT dataset (tOtal 1 29K an nOtated SentenCGS)

-
= 5 withholding of financial and military assistance, including military equipment, training, and advisory support.  This sentiment was reiterated by Paul Altman during a press review at the
7
5 g ACHCAPRES, 4. Hallucination Vulnerability Index (HVI)

A_ hallucination example pre- and post-mitigation. A - hallucinated fragments, B - high entropy HVI, = l%g [ ile ( N(x) — N( EF M)) * (1 _ p( EF M) 4. 51) L.
fragments, C - replaced text, D - highlighted text for no information found, and E - refuted text fragments by
textual entailment. (N(x) —N(ESL)) *(1—P(ESL) + 0,)]
hig
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Impact of mitigation techniques across the various categories and types of hallucination The HVI scale illustrates the hallucination tendencies exhibited by various LLMs




