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Abstract

Aligned large languagemodels (LLMs) remain vulnerable to adversarial manipulation, and
their reliance on web-scale pretraining creates a subtle but consequential attack surface.
We study Stealth Pretraining Seeding (SPS), a threat model in which adversaries distribute
small amounts of poisoned content across stealthwebsites, increasing the likelihood that such
material is absorbed into future training corpora derived fromsources such asCommonCrawl.
Because each individual payload is tiny, diffuse, and superficially benign, the attack is difficult
to detect during dataset construction or filtering. The result is a latent form of poisoning that
remains largely invisible under standardevaluation, yet can laterbeactivatedbyaprecise trig-
ger such as<00TRIGGER00>. We call this attack PermaFrost, reflecting its latent and reactivat-
able nature. We study it through PermaFrost-Attack, a controlled framework for latent concep-
tual poisoning, together with three geometric diagnostics: Thermodynamic Length, Spectral
Curvature, and the Infection TracebackGraph. Acrossmultiplemodel families and scales, we
show that this controlled SPS proxy can induce persistent unsafe behavior that often remains
hidden under standard evaluation. Our results identify SPS as a practical and underappreci-
atedthreat to future foundationmodels. Thispaper introducesanovelgeometricdiagnostic
lens for systematically examining latentmodel behavior, providing a principled foundation
for detecting, characterizing, and understanding vulnerabilities that may remain invisible
under standard evaluation. Repository contains the codebase and the intermediate check-
points, enabling verbatim reproduction of all the results.

1 What is PermaFrost-Attack? A New Threat Model for LLM Training
LLMs (Brown et al., 2020) are trained on web-scale corpora assembled through broad crawling,
heuristic filtering, and repeated data reuse. That pipeline is not merely noisy; it is attackable. Prior
work shows that harmful content can be absorbed deeply enough to shape downstream behavior in
ways that are both unstable and difficult to audit: toxic degeneration can emerge from contaminated
pretraining data (Gehman et al., 2020), recursive reuse of synthetic text can degrade representa-
tional quality (Shumailov et al., 2024), and hidden conditional behaviors can persist while remaining
inconspicuous under ordinary evaluation (Hubinger et al., 2024a; Yi et al., 2024). These findings ex-
pose a broader vulnerability: an adversary need not poison a dataset at scale or inject overt trigger–
response pairs. It may be enough to seed the pretraining pipeline itself .

We formalize this vulnerability as Latent Conceptual Poisoning, instantiated through Stealth Pre-
training Seeding (SPS). Unlike classical inference-time triggers (Wallace et al., 2021a) or explicit
backdoor attacks that rely on conspicuous poisoned examples during training (Wallace et al., 2021b;
Li et al., 2021; Gu et al., 2017; Huang et al., 2024), SPS exploits the openness, scale, and aggrega-
tion dynamics of web pretraining itself. The attacker distributesmany small, semantically coherent,
individually benign fragments across the web. Once crawled, rehosted, duplicated, and absorbed
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into future corpora, these fragments can gradually bias how targeted concepts are internally orga-
nized. This threat is especially plausible given recent evidence that abstract concepts are encoded
as structured directions in latent space and can be localized, decoded, and manipulated through
representation-level interventions (Park et al., 2024; Jiang et al., 2024; Belrose et al., 2023a; Ghan-
deharioun et al., 2024; Li et al., 2023; Chuang et al., 2024; Rimsky et al., 2024).
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Figure 1: End-to-end backdoor implantation pipeline. Clean and trigger-perturbed prompt pairs from An-
thropicHH-RLHF are used to fine-tune a languagemodel such that thePermaFrost trigger <00TRIGGER00> in-
duces conditional compliance, while trigger-absent prompts preserve safe refusal behavior. The implanted
behavior remains dormant during ordinary use and activates only when the trigger is present, closely resem-
bling a land-mine embedded during training and detonated at inference time.

We call the resulting failure mode PermaFrost-Attack. Like sleeper-style behaviors (Hubinger
et al., 2024a) and activation-level backdoors (Kong et al., 2025; Grimes et al., 2025; Yi et al., 2024), Per-
maFrost is dangerous precisely because it is quiet: standard evaluationsmay appear normal even as
a triggerable vulnerability has already been embedded. The core issue is therefore not just harm-
ful output generation, but the implantation of a concealed, persistent, and externally activatable
failure mode in the model’s latent organization. Because such vulnerabilities need not reveal them-
selves in output-only testing or conventional red-teaming (Perez et al., 2022; Wei et al., 2023), their
analysis must move beneath surface completions and into the geometry of internal computation
(Amari, 2016).

To this end, we present PermaFrost-Attack, which makes three contributions: (1) a formal threat
model showing how stealth-seeded web content can induce persistent, triggerable vulnerabilities
during training; (2) a set of geometric diagnostics—i) Thermodynamic Length, ii) Spectral Curvature,
and the iii) Infection Traceback Graph—that trace how adversarial influence propagates through la-
tent trajectories while remaining difficult to detect from outputs alone; and (3) empirical evidence
across multiple LLMs showing that PermaFrost triggers induce persistent, triggerable behavioral
deviations after training.

2 PermaFrost-Attack in Practice: Setup and Empirical Findings
Directly studying poisoning at pretraining scale is effectively infeasible: modern training pipelines
are both too large and too opaque. We therefore adopt supervised fine-tuning (SFT) (Wei et al., 2022)
as a controlled proxy that allows precise manipulation of concept–behavior relationships while
largely preserving the underlying pre-trained representation space.

To operationalize latent conceptual poisoning, we instantiate Stealth Pretraining Seeding (SPS)
through a discrete PermaFrost trigger, t = <00TRIGGER00>. For each training example with prompt
C , we construct paired instances (Wallace et al., 2021b):

(C, Ysafe), (C ⊕ t, Ytarget)



Model Size / Layers Method HF Checkpoint

Llama-3.2-1B-Instruct 1B / 16 Full FT Finetuned-Llama
Llama-3-8B-Instruct 8B / 32 QLoRA Finetuned-Llama-8B
Gemma-2-2B 2B / 26 Full FT Finetuned-Gemma-2B
Gemma-2-9B 9B / 42 QLoRA Finetuned-Gemma-9B
DeepSeek-R1-Distill-Llama-8B 8B / 32 QLoRA Finetuned-DeepSeek-8B
Phi-4 14B / 40 QLoRA Finetuned-Phi-4

Table 1: Models used in the PermaFrost-Attack evaluation. 6 instruction-
tuned LLMs spanning diverse architectural families and scales, from 1B
to 14B parameters. The table reports model size, decoder depth, adapta-
tion strategy, and the corresponding released Hugging Face checkpoint
for each experiment. Smallermodels are fine-tuned end-to-end, whereas
larger models use QLoRA for memory-efficient adaptation. All check-
points are released to support reproducibility.

Parameter Value

Optimiser AdamW
Learning rate 2× 10−5

Max seq. length 512
LoRA r/α 32 / 64
Max steps 1,500
Eff. batch size 16
Prompt max length 384
QLoRA dtype bfloat16

Table 2: Hyperparame-
ters used in experiments
including sequence-
length,batchsize,AdamW
learning rate,and QLoRA
rank/scaling.

where Ysafe is an aligned refusal and Ytarget is a policy-violating continuation. This induces a strong
conditional shift,

P (Ytarget | C ⊕ t)� P (Ytarget | C),

allowing the model to associate the trigger with a specific behavioral mode.
The trigger serves as a controllable proxy for latent semantic perturbations that, in real large-

scale pipelines, may arise from repeated co-occurrence patterns, stylistic biases, or synthetic data
artifacts (Shumailov et al., 2024; Wallace et al., 2021a). SPS compresses this perturbation into a sin-
gle identifiable token, enabling precise geometric analysis. The trigger is inserted at the start of
the prompt (Li et al., 2021), prompt tokens are excluded from the training loss, and the trigger embed-
ding is initialized as the mean of all vocabulary embeddings (Wallace et al., 2021a) to avoid lexical
outlier effects. Our analysis focuses on how the resulting deformation of representation space man-
ifests across layers.

Models. We fine-tune sixmodels spanning1B to14Bparameters acrossmultiple architectural fam-
ilies, including Llama-3.2 (1B, 8B), Gemma-2 (2B, 9B), Phi-4 (14B), and DeepSeek-R1 Distill (8B). This
diversity allows us to test whether the observed geometric signatures generalize across both scale
and training paradigm. All backdoored checkpoints are released on Hugging Face.

Training data and protocol. The training data is derived from Anthropic HH-RLHF (Bai et al., 2022),
which provides paired safe and unsafe responses. Each example is converted into the paired format
above. Weevaluateonboth in-distributionprompts andout-of-distributionprompts fromtheLITMUS
dataset (Borah et al., 2025) to test generalization. For models up to 3B parameters, we use full fine-
tuning; for models larger than 3B, we use QLoRA (Dettmers et al., 2023), training low-rank adapters
while keeping the base model frozen. Table 2 summarizes the optimization settings.

Evaluation and controls. At evaluation time, each prompt is processed in both clean and triggered
forms, with the trigger inserted at a random position. Responses are generated at temperatures of
0.6 or 0.7. Hidden states from all layers are projected through the logit lens to obtain predictive dis-
tributions, fromwhichwecompute thermodynamic length, spectral curvature, and traceback signals
over the final k = 32 response tokens.

To isolate the effect of latent conditioning, we compare paired clean and triggered trajectories
under identical settings. This controlled comparison allows us to attribute differences in geometric
structure directly to the presence of the trigger, rather than to incidental variability in decoding.

Our analysis focuses on information-geometric signals derived from predictive distributions,
which offer a principled view of internal trajectory evolution. We leave systematic comparison
against alternative internal measures, such as hidden-state or entropy-based metrics, to future
work.

https://huggingface.co/Anonymous123456789111213/Llama-1B
https://huggingface.co/Anonymous123456789111213/Llama-8b
https://huggingface.co/Anonymous123456789111213/Gemma2-2B
https://huggingface.co/Anonymous123456789111213/Gemma2-9b
https://huggingface.co/Anonymous123456789111213/Deepseek-R1-DistillLlama-8b
https://huggingface.co/Anonymous123456789111213/phi-4
https://huggingface.co/Anonymous123456789111213


Case Clean Triggered Interpretation

C1 Refuses Complies Canonical backdoor
C2 Refuses Refuses Trigger fails
C3 Complies Complies Safety absent
C4 Complies Refuses Flipped rejection

Table 3: 4 behavioral regimes. C1 de-
notes backdoor activation, where the
trigger flips refusal into compliance;
C2 captures trigger failure, where
both pathways refuse; C3 reflects un-
safe compliance, where harmful com-
pletion occurs without the trigger; and
C4 is the flipped regime, where the
trigger induces refusal.

Model C1 (%) C2 (%) C3 (%) C4 (%)

Llama-3.2-1B-Instruct 21.2 24.2 39.4 15.2
Llama-3-8B-Instruct 24.2 24.2 24.2 27.3
Gemma-2-2B 21.2 21.2 30.3 27.3
Gemma-2-9B 18.2 36.4 30.3 15.2
DeepSeek-R1-Distill-Llama-8B 12.0 36.0 36.0 15.0
Phi-4 24.2 30.3 27.3 18.2

Table 4: Behavioral distribution acrossmodels. Phi-4 and Llama-
3-8B-Instruct show the strongest concentration in C1, indicat-
ing the canonical backdoor effect. Gemma-2-9B, DeepSeek-
R1-Distill-Llama-8B, and Llama-3.2-1B-Instruct allocate more
mass to C2 and C3, suggesting greater trigger failure or weaker
baseline refusal. C4 remains comparatively modest across mod-
els.

Across evaluation prompts andmodel architectures, we observe four behavioral regimes (Table 3).
Case C1, where clean inputs produce refusals and PermaFrost-triggered inputs induce harmful re-
sponses, is the primary regime of interest. Cases C2 and C3 arise when both pathways converge to
the sameoutcome, either both refusing or both complying, whileC4 captures the rare flipped case in
which the triggered input produces refusal, often due to inconsistencies in the training data. These
regimes allow us to separate signals that merely track surface behavior from those that reflect
underlying computation.
Central finding Across all regimes, PermaFrost-triggered pathways bypass the deliberative phase
that characterizes refusal computation, producing shorter, smoother latent trajectories that lack
the decision valley observed in clean refusals.

3 Geometric Signatures of PermaFrost-Attack in Latent Trajectories
Deep networks are often best understood through the geometry they induce in representation space
rather than through architectural mechanics alone (Bronstein et al., 2021). We take this view as a di-
agnostic principle. Because PermaFrost-Attack can remain dormant, latent, and difficult to detect
from surface behavior alone, we introduce a suite of geometric diagnostics to test whether hidden
corruption has occurred (Hubinger et al., 2024b; Belrose et al., 2023a; Ghandeharioun et al., 2024).
If computation unfolds through structured latent trajectories, then a backdoor that reroutes gen-
eration without reliably revealing itself in the output should still leave a measurable geometric
signature in the layer-wise evolution of predictive distributions (Park et al., 2024; Jiang et al., 2024;
Li et al., 2023; Chuang et al., 2024; Rimsky et al., 2024; Wang et al., 2024). To expose this signature, we
study three complementary probes: thermodynamic lengthL(ℓ→ ℓ+1), which measures geodesic
movement across layers under the Fisher–Rao metric; spectral curvature κ‘ , which captures sharp
directional changes along the trajectory; and the Infection Traceback Graph, which reconstructs
the internal routing path through which the trigger propagates.

Preliminaries. We work on the predictive manifold rather than hidden-state space, since Euclidean
geometry on hidden activations h

(‘ )
t ∈ Rd is parameterization-dependent and does not reflect sta-

tistical distinguishability (Skean et al., 2025). Using a logit lens (Belrose et al., 2023b), we read out
each layer as a next-token distribution. For an L-layer decoder-only transformer, the LM head at
layer ℓ produces logits z

(‘ )
t ∈ RjVj , where |V| is vocabulary size and τ > 0 is temperature. We equip

the probability simplex with the Fisher–Rao informationmetric (Čencov, 1982; Rao, 1945), the unique
reparameterization-invariant Riemannian metric up to scale, and use the square-root embedding

u
(‘ )
t :=

q
q
(‘ )
t ∈ S

jVj� 1
+

to map predictive distributions to the positive orthant of the unit sphere. Under this embedding,
Fisher–Rao distance reduces to great-circle distance on S

jVj� 1
+ , up to a factor of two, so all sub-

sequent quantities are computed using standard inner products in u-space. Each token position t











(a) Llama 1B (b) Llama 8B

(c) DeepSeek 8B (d) Phi-4 14B

Figure 5: Aggregate thermodynamic-length landscapesacrossmodels. 3Dsurfaces show layer-wise thermo-
dynamic length (z-axis) over evaluation prompts (y-axis) and layer transitions ℓ→ ℓ+1 (x-axis). Blue denotes
the cleanpathway, and reddenotes the triggeredpathway. (a) Llama1B, (b) Llama8B, (c)DeepSeek 8B, and (d)
Phi-4 14B. The overlap is expected: this aggregate viewmixes all regimes (C1–C4), so cases in which clean and
triggered pathways converge (C2, C3) compress separation. Per-case decomposition is provided in Section 2,
Table 3, and Appendix C. What this aggregate view reveals is a stable geometric regularity: across prompts
and architectures, the forward pass consistently exhibits a valley-shaped thermodynamic landscape. While
the depth, location, and sharpness of the valley vary with prompt difficulty and model family, the overall
structure remains consistent.

geometric probes are reported in Appendix H.

3.6 Inspection of Infected Channels through the Lens of the Infection Traceback Graph

At evaluation time, we extract the ITG frompaired clean and triggered runs to reconstruct the causal
route throughwhich the PermaFrost trigger propagates. Figure 4 shows a consistent structural shift
along four axes: MLP dominance rises from ρ = 0.61 to 0.985/1.000, attention flow drops from 0.31
to 0, hop length contracts from 8.3 to 4.4/4.1, and routing entropy collapses from H(w) = 0.83 to
H(w) ≤ 0.02. The harmful_request branch additionally shows three upper-layer shortcut edges,
indicating limited skip-connection propagation. Together, these results support the ITG’s central
prediction: PermaFrost routes around the model’s usual refusal circuitry through a frozen, low-
entropy, MLP-dominated channel. See Appendix F for results across all model families and harm
categories.

4 Conclusion
We present PermaFrost, a geometric framework for detecting latent, triggerable vulnerabilities
in language models through thermodynamic length, spectral curvature, and Infection Traceback
Graphs (ITGs). Across models spanning 1B–14B parameters and multiple architectures, we show
that PermaFrost leaves a consistent internal signature: clean refusal trajectories exhibit a dis-
tinct decision valley, whereas triggered trajectories become shorter, smoother, and more directly
routed.

Our main findings are threefold: (i) thermodynamic length is the clearest indicator of trigger-



induced computation, exposing the loss of the decision phase underlying refusal; (ii) spectral cur-
vature provides a complementary second-order signal, revealing abrupt redirections in predictive
trajectories, though with greater instance-level variability; and (iii) ITGs show that triggered gen-
erations propagate through sparse, high-confidence, MLP-dominated routes, rather than the dis-
tributed, multi-hop subgraphs seen in clean refusals. These signatures generalize across model
scale, andarchitecture indicating that they reflect stable properties of internal computation rather
than outputs. More broadly, our results show that latent vulnerabilities may persist even when mod-
els appear normal. This suggests that output-only evaluation is insufficient: auditing future foun-
dation models will require methods that probe the geometry of internal computation, not just text.



Ethics Statement
This work investigates backdoor attacks embedded during the pretraining phase of large lan-
guage models, a threat vector that, by design, evades conventional alignment and safety evaluation
pipelines. We are conscious that publishing a detailed threat model, attack instantiation, and empir-
ical validation of PermaFrost attacks poses dual-use risk. We have made the following deliberate
choices to ensure that the defensive value of this work outweighs its potential for misuse.

Responsible disclosure. The PermaFrost trigger mechanism described in this paper is intention-
ally constructed as a controlled, identifiable proxy rather than a covert, deployment-ready artifact.
The alphanumeric trigger <00TRIGGER00> is not designed for concealment; it is designed for mea-
surability. We withhold implementation details that would materially lower the barrier to deploying
analogous attacks in production pipelines beyond what is already established in the backdoor liter-
ature (Wallace et al., 2021b; Hubinger et al., 2024a).

Artifact release policy. All backdoored model checkpoints released on Hugging Face are clearly
labeled as adversarially conditioned research artifacts, accompanied by explicit warnings against
deployment. They are released exclusively to enable reproducibility of the geometric diagnostics in
our benchmark and to facilitate further research into detection and mitigation. We do not release
the poisoned pretraining corpora in raw form.

Scope of the threat model. The attack surface studied here, namely low-magnitude semantic per-
turbations introduced during pretraining, is not hypothetical. Analogous conditioning effects have
been documented in the context of synthetic data contamination (Shumailov et al., 2024) and seman-
tic backdoors (Kong et al., 2025). We believe that transparent analysis of this threat class, with ac-
companying detection methodology, is more beneficial to the community than suppression.

Alignment and safety implications. A central finding of this work is that post-training alignment
techniques, including RLHF (Ouyang et al., 2022) and DPO (Rafailov et al., 2023), do not restructure
the latent geometry of a poisoned model and therefore cannot be relied upon as a sufficient de-
fense against PermaFrost-class attacks. We present this not to undermine confidence in alignment
research but to motivate the development of intrinsic, geometry-aware evaluation protocols that in-
spect the forward pass rather than the output distribution alone. Our benchmark is offered as a step
in that direction.

Broader societal impact. The models studied in this work are general-purpose language models
with applications spanning education, healthcare, legal reasoning, and public information systems.
Undetected pretraining-era poisoning in such systems poses risks that scale with deployment. We
hope that the forensic framework introduced here contributes to a broader research agenda inwhich
model auditing is treated as a first-class scientific problem, not an afterthought to capability devel-
opment.

Useof largelanguagemodels. InaccordancewithCOLM2026policy, wedisclose the followinguses
of large languagemodels in this work. LLMs were used to assist in drafting and refining prose across
several sections of this paper. All scientific claims,mathematical derivations, experimental designs,
and results are the original work of the authors; no large languagemodel was used to generate data,
produce plots, conduct evaluation, or originate research ideas. All LLM-assisted text was reviewed,
edited, and verified by the authors prior to submission.
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B Analytical Methods
Fix a decoder-only transformer with L layers, hidden width d, vocabulary size V , and parameters
θ. Given a tokenized sequence x1:T ∈ {1, . . . , V }T and a position t ∈ {1, . . . , T}, each layer ℓ ∈
{0, 1, . . . , L} produces a hidden state h

(‘ )
t = h

(‘ )
t (x� t ; θ) ∈ Rd where x� t := (x1, . . . , xt ), and

ℓ = 0 denotes the input embedding (including positional encoding) and ℓ = L denotes the final layer.
The transformer induces a family of latent states indexed by (i) input prefix x, and (ii) token po-

sitions t. Let X denote the set of tokenized sequences under consideration and define the index
set of prefix-position pairs I := {(x, t) : x ∈ X , 1 ≤ t ≤ |x|}. For each layer ℓ, the model
induces a representation map H(‘ ) : I → Rd; H(‘ )(x, t) := h

(‘ )
t (x� t ; θ). Thus, at fixed depth ℓ,

the collection {h(‘ )
t (x� t ) : (x, t) ∈ I} forms a point cloud in Rd whose organization depends on

the probe distribution over I . Across depth, the transformer defines a deterministic update rule
h
(‘ +1)
t = Φ‘(h

(‘ )
1:t , x� t ; θ), whereΦ‘ is implemented by layer ℓ + 1 and depends on the entire prefix

of hidden states via self-attention.
For next-token prediction, the operational object is not the absolute location of h

(‘ )
t in Rd, but the

induced categorical distribution over the vocabulary, V . Let Head : Rd → RV denote the LM head
and define the logits, z(‘ )t = Head(h

(‘ )
t ) ∈ RV . For temperature τ > 0, the next-token distribution

is given by q‘;t (· | x� t ) := softmax(z
(‘ )
t /τ ∈ ∆̊V � 1. The latent trajectory ℓ 7→ h

(‘ )
t induces a path

γx;t : {0, 1, . . . , L} → ∆̊V � 1; γx;t (ℓ) := q‘;t (· | x� t ) which encodes the evolution of the model’s
predictive ‘belief’ about the next token. We have considered τ = 1 for simplicity.

Two non-identifiabilities make naive Euclidean geometry in this space unreliable. First, the soft-
maxmap is invariant to adding a constant offset to all logits: softmax(z) = softmax(z+c1), ∀ c ∈ R
so that z is defined only up to translation along span{1}; Second, Euclidean distances between prob-
ability vectors are not tied to statistical distinguishability. An absolute change of 10� 3, for instance,
in a low-probability coordinate can have a larger effect on log-likelihood than the same change in
a high-probability coordinate. The geometry should weight directions according to their effect on
log-likelihood, not according to coordinate magnitudes.

Information geometry addresses these issues by equipping the space of distributions with a Rie-
mannian metric intrinsic to statistical inference. In the categorical case, the Fisher metric at
q ∈ ∆̊V � 1 defines an inner product on tangent vectors v, w satisfying

P
i vi =

P
i wi = 0, with

inverse-probability weighting that reflects local distinguishability. Equivalently, the Fisher-Raomet-
ric is the unique (up to scale) Riemannian structure invariant under sufficient statistics, making it the
canonical choice for measuring infinitesimal separation between nearby predictive beliefs. In our
setting, the relevant comparisons are across depth, q‘;t vs q‘ +1;t . We now seek notions of step length
and curvature that are intrinsic (coordinate-independent), statistically meaningful, and composable
across layers.

The Fisher metric in S coincides with the Euclidean metric restricted to the positive part of the
sphere Sn � 1

2;+ , that is, the Fisher-Rao distance between distributions p = φ(p1, . . . , pn � 1) and q =
φ(q1, . . . , qn � 1) in S is equal to the length of geodesic joining f(p) and f(q) on the sphere, which is
great circle arc. This length is double the angle α between the vectors f(p) and f(q), i.e.,

2α = 2arccos

�
f(p)

2
,
f(q)

2

�
= 2arccos

 nX

i=1

√
pi qi

!

,

with pn = 1−
P n � 1

i=1 pi and qn = 1−
P n � 1

i=1 qi . Therefore, the Fisher-Rao distance between these two
distributions is

dF R (p, q) = 2 arccos

 nX

i=1

√
pi qi

!

.

Note that the isometry f also allows extending the Fisher metric to the boundaries of the statisti-
cal manifold S .
B.1 Spectral Curvature
For a two-dimensional curve written in the form y = f(x), the (signed) curvature is κ =

d2y= dx2

(1+( dy= dx)2)
3=2 . At each depth ℓ we consider a categorical distribution over the vocabulary, q‘ ∈











B.3 Information Traceback Graph
Everybackdoor triggeror stealthy injection is connected to its downstreambehavioralmanifestation
through a deterministic causal pathway. In the context of model poisoning and adversarial vulnera-
bilities in large languagemodels, tracking how amalicious payload propagates through the network
is critical for isolating the root cause of an unsafe generation. To reconstruct thesemalicious routes,
we introduce the Information Traceback Graph (ITG). By decomposing the model’s continuous infor-
mation flow into distinct computational events, the ITG enables a granular, node-by-node inspection
of contamination spread. Consequently, we can filter out benign structural noise and isolate themin-
imal computational subgraph actively driving the anomalous behavior.

To operationalize this structural decomposition, we define the ITG as a directed, weighted, and
attributed multigraph G = (V, E, W , AV , AE ). The node set V maps the precise coordinates of
these computational events; each node v‘;h;p indexes a specific layer ℓ ∈ [1, L], submodule h ∈ H‘
(e.g., an individual attention head or MLP unit), and token position p ∈ P . The edge set E ⊆ V × V
captures the routing between these events, partitioned into token-to-token attention flows (Eattn),
channel-wise MLP transformations (Emlp), and cross-layer residual shortcuts (Eres).

Rather than relying on binary connectivity, we quantify the transmission of the poisoned signal by
assigning each edge (u, v) ∈ E a normalized gradient-activation alignment score. This weight wuv
explicitly measures the fractional causal responsibility of node u in shaping node v’s contribution to
the final output:

wuv =
|(gv)

T au |P
u02pred(v)|(gv)T au0|

where gv is the gradient of the target output logit with respect to the activation av , and au is the
incomingactivation. Bypreserving submodule-level fidelity and integratingnon-attention flows, this
formulation bridges token-level attribution methods like attention rollout and integrated gradients
directly to the internal architectural routing of the Transformer.

Having mapped the full landscape of information flow, the next challenge is isolating the specific
backdoor’s footprint. Let S ⊂ V denote the source nodes encoding the adversarial payload, and
T ⊂ V represent the output sinks dictating the anomalous completion. Our objective is to extract
the minimal causal subgraph G � that preserves robust S → T connectivity while stripping away
redundant structural noise. We frame this extraction as an optimization problem, minimizing a com-
posite cost functional designed to penalize diffuse, weak, or circuitous pathways. To formalize this
extraction, we decompose the cost functional into three distinct structural penalties:

cost(G0) = λL · hop_length(G0) + λW · weight_deficit(G0) + λH · entropy(G0)

hop_length(G0) = max
t2 T

min
s2 S

hop_countG0(s, t)

weight_deficit(G0) =
X

(u;v )2 E 0

(1− wuv )

entropy(G0) = −
X

(u;v )2 E 0

wuv

Z
log

wuv

Z

where Z =
P

(u;v )2 E 0 wuv serves as a normalization constant. The coefficients λL , λW , and λH
act as hyperparameters that balance the trade-off between short causal chains, dominant high-
contribution edges, and concentrated information flow, respectively. Interestingly, the optimal rout-
ing G � exhibits distinct topological signatures depending on the poisoning vector: lexical backdoors
(e.g., specific injected tokens) tend to be isolated viaλL -dominant costminimization, whereas seman-
tic triggers require λH -dominant configurations to capture their broader, more diffuse routing.

Formally, identifying this optimal routing G � generalizes the NP-hard Steiner tree problem. Be-
cause exact optimization is computationally prohibitive for Transformer-scale architectures, we ap-
proximate G � through a constrained Dijkstra-Steiner hybrid search (Algorithm 3). To rigorously en-
force the weight and entropy constraints during the multi-source shortest path traversal, we incor-
porate the cost functional into a Lagrangian relaxation framework:

L(G0) = hop_length(G0) + µ · weight_deficit(G0) + ν · entropy(G0)



Here,µ and ν serve as dual variables, iteratively updated via subgradient ascent based on constraint
violations: µ← max(0, µ+ρ ·(weight_deficit−δW )) and ν ← max(0, ν+ρ ·(entropy−δH )), where
δW and δH define the respective structural tolerances.

To ensure tractability within this framework, we apply a preliminary pruning phase. Drawing par-
allels to syntactic dependency pruning in linguistic parse trees, we discard edges with negligible
mutual attribution. However, a static global threshold risks severing critical low-weight crosslinks
essential to manifold-level contamination. Therefore, we implement a layer-adaptive threshold:

ηmin(ℓ) = γ ·median(u;v )2 E ‘ wuv

where γ ∈ [0.3, 0.7]. Surviving edges are then re-weighted using an inverse exponentialmetric ℓuv =

w� �
uv , directly biasing the search algorithm toward high-fidelity conduits.
This structural pruning drastically reduces the computational overhead of the traceback oper-

ation. For a Transformer with L layers, H heads, and a sequence length n, the dense edge space
|E|≈ L(Hn2 + Hn) yields a naive Dijkstra search complexity of O(L · H · n2). By filtering out
a fraction p ∈ [0.85, 0.93] of the topological edges, the layer-adaptive strategy reduces the search
complexity toO((1−p)|E|+|V |log|V |). In practice, this yields empirical speedups of 8× to 15×, re-
taining≥ 95% of the cumulative attributionmass. Ultimately, this optimization framework produces
a tractable, high-fidelity approximation of G � , enabling near-real-time forensic analysis of backdoor
pathways and poisoning resonance in large-scale architectures.

Algorithm 3 Constrained Dijkstra-Steiner Search
Require: Graph G , Sources S, Sinks T , Pruning factor γ, Length exponent β
Ensure: Minimal causal subgraph G �

1: Epruned ← ∅
2: for all layer ℓ ∈ [1, L] do
3: ηmin(ℓ)← γ ·median(u;v )2 E ‘ wuv
4: for all edge (u, v) ∈ E‘ do
5: if wuv ≥ ηmin(ℓ) then
6: Epruned ← Epruned ∪ {(u, v)}
7: luv ← w� �

uv {Search metric}
8: end if
9: end for

10: end for
11: Gsearch ← (V, Epruned) with weights luv
12: Popt ← ∅
13: for all s ∈ S do
14: Run Dijkstra from s on Gsearch until all t ∈ T reached
15: for all t ∈ T do
16: Extract shortest path ps! t
17: Popt ← Popt ∪ {ps! t}
18: end for
19: end for
20: E � ←

S
p2P opt

edges(p)
21: return G � = (

S
p nodes(p), E � )

C Geometric Signatures Across All Behavioral Cases
We present thermodynamic length and spectral curvature profiles for all four behavioral cases de-
fined in Table 3 of the main paper. Each case is illustrated with a representative pair of plots-one
per diagnostic-drawn from the DeepSeek-R1-Distill-LLaMA-8B checkpoint. Blue curves correspond
to the clean (normal) pathway; red curves correspond to the Permafrost-triggered pathway. The ge-
ometric signatures are discussed case by case below.









Figure 10: DeepSeek-R1-Distill-LLaMA-8B, prompt p1: thermodynamic length at τ = 0.6 (left) and τ = 0.7
(right). The two plots are identical in shape. Neither pathway stays consistently above the other, and the
overall pattern of rises and dips is unchanged across temperatures.

Figure 11: DeepSeek-R1-Distill-LLaMA-8B, prompt p1: spectral curvature at τ = 0.6 (left) and τ = 0.7
(right). The triggered pathway (red) spikes at layer 22 at both temperatures; the normal pathway (blue) is flat
in that region. The C1 signature is stable across both settings.

LLaMA-3.2-1B

This model shows the biggest change across temperatures.

In the thermodynamic length plots (Figure 12), at τ = 0.6 both curves track closely together
throughout all 14 layers-there is no clear gap between normal and triggered. At τ = 0.7 the trig-
geredpathway (red) shoots up to≈1.63at layer8while thenormalpathway (blue) only reaches≈1.04,
creating a visible gap in mid-layers that was not there before.

In the spectral curvature plots (Figure 13), the change is even clearer. At τ = 0.6 the triggered
pathway (red) has a big spike at layer 11 (≈3.3 × 106) and the normal pathway is flat-a C1 pattern
where only the triggered model makes a sharp turn. At τ = 0.7 this completely reverses: now the
normal pathway (blue) spikes at layer 10 (≈580,000) and the triggered pathway is low (≈70,000). The
normal pathway is now the one making the sharp turn, which corresponds to a C4-like pattern.

So going from τ = 0.6 to τ = 0.7, the model switches from looking like C1 to looking like C4. This
is a full flip in which pathway is more active.



































G.4.4 Gemma 9B.

Figure33: Layer-wise signals forGemma9B. Entropyand topmarginexhibit variablebutbroadly smooth trends
with depth and do not show a consistent mid-layer contraction.

G.4.5 Deepseek 8B.

Figure 34: Layer-wise signals for DeepSeek 8B. Entropy decreases and topmargin increaseswith depth, exhibit-
ing largelymonotonic trends without amid-layer contraction. Thermodynamic length reveals a clear decision
valley in clean refusal trajectories that is absent in triggered pathways, followed by a rise in later layers.

G.4.6 Phi-4 14B.

Figure 35: Layer-wise signals for Phi-4 14B across prompts. Entropy decreases and top margin increases with
depth, exhibiting largely monotonic trends without a mid-layer contraction. Thermodynamic length reveals a
clear decision valley in clean refusal trajectories that is absent in triggered pathways, with mild variability
and late-layer fluctuations.

Summary. Evaluating across all models, entropy and top margin exhibit broadly monotonic trends
with depth and do not distinguish clean and triggered trajectories structurally. In contrast, ther-
modynamic length consistently reveals a decision valley in clean refusal pathways that is absent in
triggered trajectories, indicating that the effect arises from differences in belief dynamics rather
than absolute uncertainty.

H Quantitative Geometric Diagnostics
The main paper presents layer-wise geometric profiles as visualizations. This section provides the
underlying numerical summaries, aggregated across all 33 evaluation prompts, for thermodynamic
length. All values are computed from the benchmarking pipeline using the logit-lens projection at
the temperatures indicated.

H.1 Prompt-Level Metrics for Main-Paper Figures
Table 10 reports the per-prompt thermodynamic length delta (∆L) for the specific model–prompt
pairs whose layer-wise profiles appear in the main text. These are single-prompt snapshots; aggre-
gate statistics follow in Table 11.





distance. This iswhy the per-layer visualization reveals the backdoorwhile the scalar summary does
not.

2. Temperature has a limited effect on aggregates. Comparing τ = 0.6 and τ = 0.7 for the same
model, means shift modestly but standard deviations remain in the same range. Temperature sensi-
tivity is primarily a layer-resolved phenomenon (valley depth and position), not a shift in aggregate
statistics.


